US COAST GUARD

COMPUTER SECURITY (COMPSEC) BRIEFING
This brief outlines Information Systems Security (IS) security practices that are applicable to all SW III users.  Each user shall adhere to these practices while using Coast Guard owned or operated computer systems, telecommunications systems, or networks.  

There are several controls that you, as a user, must comply with in order to assist in the safeguarding of Coast Guard owned information and system resources.  AIS Security is primarily concerned with preventing uncontrolled and unauthorized disclosure, alteration, or destruction of information that could reveal Coast Guard operations, lead to the release of personnel information, or result in damage to CG property. Additionally, violation of these rules could potentially lead to unwarranted and inadvertent embarrassment to the Coast Guard.  COMDTINST M5500.13A, AIS Security Manual, COMDTINST 5375.1, Limited Personal Use of Government Resources, and COMDTINST M5510.21, Information Security Program Manual apply.

MANDATORY USER RESPONSIBILITIES
1.  OFFICIAL USE POLICY:

·        U. S. Coast Guard (CG) and other Government owned and operated computer systems are to be used primarily to conduct “Official Government Business.”

·  Official use refers to the execution of your job and the completion of your unit’s mission.

·  Unofficial use for personal reasons (word processing for educational or recreational purposes, private letters, etc) is allowed on a limited basis as per COMDTINST 5375.1.  Use for games, any activities that are conducted for personal financial gain, etc. is strictly prohibited.

· Unauthorized access or use of Government computers and software is prohibited by Title 18, U.S. Code, Section 1030, fraud and related activity in connection with computers.

·        Comply with the following hardware and software controls:

· Do not add or remove system hardware (items such as keyboards/mouse, disk drives (including zip, tape, or CD drives), memory cards, modems, printers, etc.) without the knowledge or assistance of the Local System Manager (LSM) or local ESU/ESD personnel. 

· Do not attempt to change the operating systems' configuration by adding, deleting, or modifying existing software. Loading new software or system upgrades is not authorized without the knowledge or assistance of the LSM or local ESU/ESD personnel.

2.  INFORMATION SECURITY:

· All CG networked systems are categorized as SENSITIVE because they process protected information which falls under or is related to one of the following categories:



· For Official Use Only (FOUO) - Unclassified National Security-related topics, information related to or referring to Law Enforcement, information detailing CG missions or plans, personnel information (including administrative decisions or policies).

· Privacy Act - Social Security Numbers, home addresses/phone numbers, spouse’s name, allotments, withholdings, medical data, etc.

· Privileged Information relates to the awarding of contracts, terms, or conditions.

· Proprietary Information refers to private information or programs that belong to a civilian corporation or is on loan to the Government.

· Financial  - Financial data relates to budget, economical, or management information, including the use or status of government credit cards.

 

· Protection of sensitive information is mandated by federal regulations, therefore all systems are subject to monitoring by authorized personnel to ensure the appropriate security controls remain in effect.  

· Please note - THERE IS NO EXPECTATION OF PRIVACY WHILE USING UNCLASSIFIED COAST GUARD AUTOMATED INFORMATION SYSTEMS!
· Though no one ROUTINELY inspects your files, it may sometimes be necessary for system administrative personnel to review your files during system audits, troubleshooting efforts, upon your relief, or in extenuating circumstances such as reports of inappropriate use.

3.  PHYSICAL SECURITY:
· Physical security is an important practice that helps to safeguard computer systems from unauthorized use or damage.  It can be achieved through basic measures such as: 

· Challenging strangers or unknown personnel in your workplace or computer area.

· Never leaving an active terminal unattended (lock the workstation when not in the immediate vicinity, such as when you leave your desk for extended periods during work hours).

· Logging out when leaving for the day (this also ensures your central files are backed up regularly).

· Not tampering with or altering hardware (e.g. physically installing or removing memory).
· No eating, drinking, or smoking near computer equipment or media.  It is a careless practice and damage caused by spillage is not covered in the warranty under the SW III contract.  
· Magnetic material (in devices such as portable radios & telephone handsets) should not be kept near AIS storage media (such as disks or tape) because of possible erasure from magnetic fields.

4.  SAFEGUARDING DATA:
· An appropriate level of protection shall be provided to AIS equipment and storage media.
· Store floppy disks and backup tapes safely in protective jackets/containers when not in use.
· Although CD-ROM’s can’t be altered by magnetic material, their performance or ability to extract data can be lost if handled improperly or the protective surface is damaged. 

· Always hold by the edges, being careful not to smudge or smear the mirrored surface with fingerprints.

· Avoid surfaces that may cause scratches.  Scratches can make the CD-ROM unreadable.

· Print outs and other paper documents may contain SENSITIVE information (as outlined in paragraph 2) and should be stored appropriately.

· Remove media from their respective drives when finished.

5.  PASSWORDS:
· Every user of Coast Guard computer systems shall use a password.

· All passwords shall use ALPHANUMERIC CHARACTERS (combination of numbers and letters) to prevent them from being easily guessed (minimum of 8 and maximum of 14 for SWIII). 

· Passwords shall not be names/numbers that can easily be associated with your person (i.e. firs, middle, or last names, well known nicknames, spouse’s or close relatives (son, daughter, mother, etc) name, type of car you drive, etc.) nor should they be dictionary words (e.g. “INCOMING” or “SECURITY”).

· Try to choose a password that is easy for you to remember but would be difficult to guess.  For ideas on creating an effective password, confer with your local Systems Security Officer (ISSO).

· Do Not Share Your Password!  The sharing of passwords is prohibited as is writing it down in easily accessible places (such as “post-it” notes on your desk or in your organizer file under “P”, etc.).  Remember:  your password is used to authenticate you and only you as a valid user of the system.  You are directly responsible for any misuse, abuse, or practices that may jeopardize the system that can be directly associated to your user name, (e.g. browsing inappropriate sites on the Internet).

· If you feel that your password has become known or that unauthorized personnel are accessing your files or misusing the system, report it immediately to your local system manager.
6.  ELECTRONIC MAIL:

· Electronic Mail (E-mail) is a CG owned desktop communications system used to supplement the official record message system.

· E-mail is subject to the same “For Official Use Only” constraints as government postal mail or telephones, and shall be used to conduct “Official Government Business.”  Personal use of E-mail is permitted but must be in strict conformance with COMDTINST 5375.1. 
· The transmission (originated or forwarding) of material considered to be inappropriate (jokes, including material of sexual or racial content, etc.) or that may be offensive to anyone within the CG workplace is strictly prohibited on CG E-Mail systems.

· As a government employee, you should be aware that system administrators have the responsibility of managing the E-mail network and may have to review and/or re-disseminate your E-mail.  Though no one ROUTINELY inspects your E-mail messages, it may sometimes be necessary for technical support personnel to view your E-mail during audits, system troubleshooting, extended absences, upon your relief, or in extenuating circumstances such as reports of inappropriate use.

· With the availability of gateways to public and private networks, E-mail transmitted for personal or unauthorized reasons has the potential to cause great embarrassment or harm to the reputation of the Coast Guard organization. 

· CG resources shall not be used to support private or personal agendas, whether political, moral or philosophical.  Using the CG E-Mail system to address such issues as Government policies, Gay Rights, Abortion, Religion, etc. are at a minimum, illegal and unethical, and are strictly prohibited. Be very careful that the content of any E-mail message does not imply Coast Guard concurrence with your personal opinions.

· DO NOT FORWARD E-MAIL CHAIN LETTERS or INTERNET HOAXES!  Chain E-Mail and Internet hoaxes are dubious messages that users are asked to forward to all their family, friends, associates, etc.  The only thing that this accomplishes is the clogging or degradation of service on organizations’ mail servers by flooding them with hundreds or even thousands of unnecessary messages. Personnel found to be forwarding chain E-mail on Coast Guard systems may be prosecuted under article 92 of the UCMJ. The AISSM or local ISSO should be contacted whenever a message of this type is received (to stop further forwarding).  Whenever there is a question or doubt as to whether information received via E-mail is chain E-mail or a hoax, the ISSO or AISSM should be contacted as soon as possible.  

· Transmission of messages which contain EFTO (Encrypted For Transmission Only) information is not authorized via CG E-mail systems.  This includes the forwarding of official messages and/or the forwarding of official messages as attachments.  If messages need to be disseminated beyond your command, they should be readdressed through the official CG message system.

· EFTO information shall not be transmitted outside of a Local Area Network (LAN) unless it is contained within an official message and transmitted via authorized encrypted circuits.  Again, DO NOT FORWARD THIS TYPE OF INFORMATION VIA E-MAIL!
Transmission of attachments greater than 2MB in SW III E-mail affects network performance and IS NOT recommended (e.g. it slows down the overall system).  Avoid transmitting any documents that reach this size.  As SW III capabilities improve, this limitation most likely will be relaxed.  It is strongly recommended that each SW III user understand the limitations of the system and work within established guidelines.




 

 INTERNET E-MAIL
· The Internet offers global electronic communications through the use of many computer networks connected worldwide.  Most SW III users have the ability to interact with industry counterparts outside of the CGDN+. 
· Users must apply the criteria outlined in paragraph 2 to ensure SENSITIVE CG information IS NOT transmitted, received, or shared over the Internet as it can potentially be viewed by many non-intended recipients worldwide.

· Although not explicitly defined in COMDT policy,  “AUTOFOWARDING” your official CG E-mail to a personal or business Internet account IS STRICTLY PROHIBITED because it allows no control over the type of information being forwarded. The forwarding of E-mail is allowed, but only after the content of a message has been examined to ensure it contains no sensitive information.

· All personnel should be aware that any E-mail they send has the potential to be FOWARDED by a recipient outside of the original intended distribution; and might be widely posted on the Internet.  If you do not want your E-mail to be forwarded to others, state your intentions in quotes (e.g. THIS E-MAIL NOT AUTHORIZED FOR INTERNET RELEASE or NO FOWARDING, etc).

· Every recipient of an E-mail message should be aware of the originator’s desired intentions whether explicitly stated or not.  If in doubt – ASK! COMMON SENSE AND GOOD JUDGEMENT SHOULD ALWAYS BE EXERCISED.

7.  COMPUTER VIRUSES/MALICIOUS PROGRAMS:
· All SW III users shall prevent the transmission of computer viruses. System-wide warnings are transmitted on a regular basis. Please pay attention to them.  If you suspect you have received or loaded a virus or receive an alert from the system, IMMEDIATELY contact your system administrator!!  DO NOT ATTEMPT TO SOLVE THE PROBLEM ON YOUR OWN.

8.  INTERNET ACCESS AND USE:

· Internet access is available directly at the desktop for each SW III user as a means of enhancing access to information resources.  Please note that Internet access is primarily for conducting “Official Government Business” although limited personal use is authorized.  Refer to Enclosure (2) of COMDTINST 5375.1 for a complete listing of prohibited uses. This privilege has been provided to benefit you in the performance of your job and assigned duties. PLEASE USE IT WISELY!

WEB BROWSING
· Connection to web sites NOT related to “Official Government Business” may be allowed during certain timeframes such as lunch or after work hours on a not-to-interfere basis.  This type of access is authorized by COMDTINST 5375.1 but may be regulated by the official in command so as not to interfere with normal Coast Guard business. 

· Connection to web sites containing inappropriate material (text, graphics, audio, video, etc. of sexually explicit/pornographic, political, criminal and/or hate groups, racism, or other unsuitable content) is explicitly NOT authorized and is prosecutable under civil and military law.  Other inappropriate uses may include, but are not limited to, viewing, downloading, copying, or forwarding messages related to entertainment, merchandising, ticketing, movies, interactive games, on-line gambling, etc. USE COMMON SENSE!

· Your Web site locations are electronically monitored locally and to a degree at the CG Internet Gateway.  If you abuse your Internet privilege (ex: browsing pornographic or hate/racist web sites, downloading inappropriate material), system administrators are required to notify Security Officials so that appropriate action may be taken.  As a result, you may face administrative sanctions and your access to SW III may be revoked. 

·  SW III users are asked to minimize connection time to Web sites in the normal course of their jobs because it slows down the network’s ability to process information quickly.  As an example, when you leave Internet Explorer running and are not using it - all other programs in use will run slower.  As a simple rule, don’t launch Internet Explorer in the morning - use it for a few minutes  - then keep it active all day. 

9.  ILLEGAL SOFTWARE AND GAMES:
· In order to protect the integrity of data on CG information systems, the use or loading of games, illegal software (“bootleg” or pirated copies), and “public domain” or third party software (shareware) is prohibited.
· Public domain software may be allowed only if it has been certified to perform a necessary function not available from other approved sources.  (This use must be documented and authorized by the official having command responsibility for the system.)

· Reminder: Installation of any software MUST be coordinated through your local ESU.  This includes any CG or contractor developed programs and/or any commercial off-the-shelf (COTS) programs purchased for local use.  No software will be installed without proof of a valid license.

· It is illegal to reproduce or copy any licensed software or any copyright protected software the CG has purchased.

· Unless specifically designed for and approved by CG program managers or the local ESU, copying and loading executable software (.EXE files) on any SW III is STRICTLY PROHIBITED!
10.  USE OF PERSONAL COMPUTERS
· Privately owned computer resource (e.g. your home PC, Laptops, PDAs) shall not be connected to the Coast Guard Data Network without the consent of the DAA or your Commanding Officer.

· Using your privately owned computer resource (e.g. your home PC) to work on related CG business requires that you be aware of several cautionary points:

· The transport of CG information on portable media (e.g. from office to home and return) requires that the media (floppy disk, ZIP drive, CD-ROM) MUST be in the positive control of the user at all times.

·  SENSITIVE information (see categories listed in paragraph 2 above) shall NOT be permanently stored on your privately owned computer resource. It must be removed when it is no longer needed or required.

· Processing classified information on your home PC is a security violation and will result in possible confiscation of the machine and full “scrubbing” (erasure) of all hard disk(s) and associated storage media in order to declassify it; this means all personal files will be lost.  NO EXCEPTIONS!!!

· Incidents that involve unauthorized processing of classified information may constitute a compromise and MUST be documented and reported to CGHQ in accordance with chapter 4 of COMDTINST 5510.21 (Information Security Program) and may result in administrative action(s).

· It is illegal to reproduce or copy any licensed software or any copyright protected software the CG has purchased.

11.  PORTABLE COMPUTER SYSTEMS:
· ALL users of portable systems (laptops, notebooks, etc.) are responsible for the provisions indicated above, in addition to the following:

· Know how to properly use and care for the portable computer hardware, software and associated peripherals.

· Safeguard against loss, theft, damage or destruction of the machine and associated media.

· Always ‘Backup’ essential data to an approved storage medium.  Remember: if you have/use a portable computer, you are responsible for backing up all information when not connected to the network.

12.  GENERAL USE (filing, training, support):

· Any files within your directory that are no longer necessary should be deleted to prevent your directory from filling up.

· Conduct a “cleanup” of your U: drive at least monthly.  Files that may be needed for record purposes should be copied to or backed up to floppy disks or other portable storage media.  Remember: you are responsible for safeguarding any portable storage media.  For large files including those containing graphics, e.g. Power Point presentations, the “zip” application (or other file compression software) may be used to reduce the overall size. 

· It is the responsibility of each user to ensure he/she receives adequate training in the use of the SW III system and the application/programs in use on it.

· Training may be obtained through instruction by personnel familiar with the system and it’s applications (like your Local Systems Manager or Office Applications Expert).  

· Training may be self-taught using books, online courses, and other reference materials.

· Training courses may also be coordinated through your local ESU’s training branch.  Contact your office’s training coordinator for more information. 

· System problems should always be reported to your Local System Manager as soon as possible after they occur. Whenever a “glitch” or problem occurs, immediately write down the error code(s) or message(s) and a description of the work being conducted at the time of the failure.  Remember – to prevent delays in response time, always let your Local System Manager make the initial report to the ESU.

13. DISCOVERING CLASSIFIED INFORMATION ON UNCLASSIFIED SYSTEMS.
· Occasionally, messages containing classified information are found to exist on unclassified systems.  This may occur when the originator of an official message accidentally misclassifies a message or when otherwise unclassified messages contain classified paragraph markings.  In either case, appropriate actions must be taken by systems support personnel to remove the classified information from unclassified systems.  Upon discovering classified information on the Coast Guard Message System (CGMS):



1. Log time of discovery.



2. Immediately notify your Local System Manager, the ESU Hotline, the local Command Center, District Security Manager, Command Security Officer, ESU ISSO, or the AISSM, whichever is appropriate. Do not “wait” until the “next working day.”  Waiting may result in the message or information being further distributed throughout the network, increasing the number of man-hours required to locate and remove it.



3. Identify message by date-time-group (DTG), Originator, addressees, and internal routing. 

CLICK HERE TO ACCESS THE ONLINE ACKNOWLEDGEMENT FORM



	U.S. Coast Guard 
AIS User Form 5500.1 (Revised 02/01)
	
USER ACCESS AUTHORIZATION/REVOCATION FORM

	User's Name (First, M.I., Last)                     RANK/RATE

 
	Organization and Office Symbol:



Work Phone:                                          FAX:

	Part 1 - Authorization to Access Automated Information Systems
 (To Be Filled In By System/Network Administrator)

	For Local System Manager’s Use Only
	For Local System Manager’s Use Only

	Relief For (Rank FN MI. LN):

Previous SWIII User Form on file:   YES       NO (If Yes, only this form is required) 
	Bldg Number:

 
	Room Number:
	Machine Name:

	
Scope of Authorization
Subject to the limitations detailed in this brief (and all applicable regulations), the user is authorized access to Coast Guard computer systems as required.  This authorization contains no implied authorization to access any other computer system of the United States Government not specifically identified herein.  This authorization shall be revoked upon separation, retirement, reassignment of duties, change of organization or when determined by the designated Coast Guard Security Representative to be in the best interest of the Government.

 

WARNING:  Only Authorized Users May Access Coast Guard Systems.  Individuals using Coast Guard information and computer resources without authority, or in excess of their authority, are subject to having all of their activities monitored and recorded by system administration personnel.  In the course of monitoring individuals improperly using these systems, or in the course of system maintenance, the activities of authorized users may also be monitored.  Anyone using these systems expressly consents to such monitoring and is advised that if such monitoring reveals possible evidence of misuse or criminal activity, management may authorize system administration personnel to provide the evidence of such monitoring to law enforcement officials.

	
Acknowledgment
I understand that I am authorized access to Coast Guard and other Government information and computer resources as necessary for the performance of my official duties.  Access for purposes beyond the Scope of Authorization is a violation of Federal law (18 U.S.C. 1030 et al.).  I understand the AIS briefing along with my responsibilities to properly use and safeguard all Coast Guard and other Government information and computing resources.  I further understand that THERE IS NO EXPECTATION OF PRIVACY WHILE USING COAST GUARD E-MAIL AND INTERNET ACCESS AND THAT THESE SYSTEMS ARE SUBJECT TO MONITORING BY AUTHORIZED PERSONNEL.

 


________________________________________
_______________


User's Signature




Date

	Local System Manager (Signature and Date)
 
	Division/Branch Official Authorizing Use  (Signature and Date)
 

	
Part 2 - Revocation of Access Authority

	
Notice to User
You are hereby notified that the above access authorization has been revoked and the associated log-in name and password have been disabled or removed.  To continue to access a United States Government computer without proper authorization is a violation of Federal law (18 U.S.C. 1030 et al.).  Authorization to access another United States Government computer system does not imply reinstatement of the authorization being revoked.
 


________________________________________
_______________


Coast Guard Security Representative’s Signature

Date









Acknowledgment

________________________________________
_______________


User's Signature




Date

	 

	
	
	
	
	


 

 

